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1
Decision/action requested

It is requested that changes regarding SUPI from UE for LI, to the Clause 6.1.3 (Authentication procedures), are approved.
2
Rationale
2.1
General

With the concealment of the SUPI between the UE and the home network, additional steps were deemed necessary for the serving network to be LI compliant. 

It is already agreed that one additional step is for the home network to send the SUPI to the serving network. However, it was pointed out that doing so is necessary but insufficient.

To that end, there is a working assumption that yet another additional step is for the UE to send the SUPI to the serving network. However, details of doing so was FFS. This contribution proposes a solution for doing so. 

NOTE: Before continuing discussion, we want to point out that the UE sending the SUPI in initial Registration Request message for attaching to the network and the UE sending the SUPI later for LI fulfillment are two different issues. Here, we are addressing the latter issue which we call SUPI verification.
2.2
Protecting SUPI sent by UE to serving network, for SUPI verification
We propose that UE sends the SUPI to the serving network in a confidentiality protected NAS message. 
There is no security or privacy need to conceal the SUPI in this case using extra mechanism than NAS confidentiality protection. We further highlight following points:

(1)
The authentication/registration messages are not of interest to LI. So there is no need for UE to send the SUPI to the serving network already with authentication response.
(2)
NAS confidentiality protection could use "null-encryption" in which case, the SUPI will be visible over-the-air even in the confidentialy protected NAS message. We want to highlight that if "null-encryption" is used, concealing SUPI does not make sense from a privacy point of view. The reason is that other data that is equally privacy sensitive (including IMEI, GUTI, CP/UP data) is visible over-the-air. In such case, concealing only the SUPI is analogous to having a strong door in a room with all ten windows open.
(3)
Further, any extra mechanism to conceal the SUPI send for SUPI verification messages becomes irrelevant if "null-scheme" is used in the first place for generation of SUCI, because the SUPI content is already revelaed over-the-air in Registration request message. 
Taking the above considerations into account, we aruge that any extra mechanism besides NAS confidentiality protection for concealing the SUPI for SUPI verification is ineffective and therefore unnecessary.
2.3
Choice of confidentiality protected NAS message

We propose that the NAS Security Mode Command procedure is extended such that:

· The serving network sends a SUPI request indication to the UE in the NAS Security Mode Command message.

· The UE sends its SUPI to the serving network in the NAS Security Mode Complete message.
This solution is very similar to the IMEISV request/response mechanism done in NAS Security Mode Command procedure. (Clause 7.2.4.4 and Figure 7.2.4.4-1 in TS 33.401). 

NAS Security Mode Command procedure is always performed during Registration procedure of type "initial registration", i.e., when the UE sends Registration Request message containing SUCI. Once the SUPI is known to the serving network (both from home network and the UE) and once the NAS security context has been established, the UE sends Registration Request containing 5G-GUTI instead of SUCI. In that case, neither NAS Security Mode Command procedure nor SUPI fromUE are necessary. However, if the serving network wants to perform NAS Security Mode Command procedure (e.g., to change algorithms), then the network can skip indicating SUPI request so that the UE does not unnecessarilty send the SUPI.
We had also considered NAS Registration Complete message as a candidate. Both NAS Ssecurity Mode Complete message and NAS Registration Complete message provide valid solutions. However, NAS Security Mode Complete message is preferred because of additional benefits, e.g., (1) being early than Registration Complete; (2) alignment with IMEISV request/response mechanism (i.e., there is no misalignments because of one type of identifier being asked and sent in one type of NAS message and another type of identifier being asked and sent in another type of NAS message).
3
Detailed proposal

***** BEGIN CHANGES ***** 
6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the UDM/ARPF has received an authentication information request (Auth Info-Req) from the AUSF, and chosen EAP-AKA' as the authentication method, cf. clause 6.1.2. 

The UDM/ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an authentication information response (Auth Info-Resp). The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE:
The exchange of an Auth-Info-Req and an Auth-Info-Resp between AUSF and UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note:The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the KSEAF. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to N12 message.  



The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.2. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.

Editor's Note: It is ffs whether the KSEAF is the MSK or a key derived from the EMSK.
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10] with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport authentication messages over N1 and a modified authentication response). 

5G AKA is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.2-1: 

A pre-condition is that the UDM/ARPF has received an authentication information request  (Auth Info-Req) from the AUSF, and chosen EPS AKA* as the authentication method, cf. clause 6.1.2. 

NOTE:
It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector may be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
The UDM/ARPF generates an authentication vector according to TS 33.401 [10] with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms the authentication vector into a new authentication vector by replacing KASME with KASME* and XRES with XRES*.

KASME* is computed as per the Normative Annex A with CK, IK, SQN ( AK, and the value of < serving network name> being the input parameters. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

XRES* is computed as per the Normative Annex x with CK, IK, RES, RAND, and the value of < serving network name> being the input parameters. XRES* shall have a length of 128 bits.

The UDM/ARPF then returns the requested number of transformed AVs to the AUSF in an authentication information response (Auth Info-Resp). 

The AUSF stores XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then generates HXRES* from XRES* by computing

HXRES* = SHA-256 (XRES* || RAND), truncated to 128 bits. 

Editor's Note: It is ffs whether HXRES* should be computed in the ARPF.
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Fig. 6.1.3.2-1 Authentication procedure for 5G AKA

The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to 5G-AIA. 



The SEAF understands from the 5G-AIA that the authentication method used is 5G AKA and that the included authentication vector is of type AV*, not AV. 

Editor's Note: It is to be defined by CT4 how the SEAF can learn this from the 5G-AIA. 

Furthermore, the AUSF tells the SEAF whether a confirmation message is required. 

NOTE 1: The AUSF may have a policy to always require a confirmation message, or adopt a more fine-grained policy depending on the trust in the roaming partner. The AUSF may learn from a database of roaming partners whether a confirmation message is required.

Editor's Note: It is whether the AUSF should also include the value of the timer in the message to the SEAF if the AUSF requires a confirmation message so that the SEAF can know within which period it has to use the received authentication vector. 

If the AUSF requests a confirmation message from the SEAF then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 

NOTE:
When an Authentication Confirmation is requested the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance.
The SEAF sends RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then computes RES* from RES in the same way as the ARPF computed XRES* from XRES and returns RES* to the SEAF in a NAS message Auth-Resp.

The SEAF then computes HRES* from RES* in the same way as the AUSF computed HXRES* from XRES* and compares HRES* and HXRES*. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in clause 6.2. 

If the authentication was successful, and if a confirmation message is required, the SEAF sends RES*, as received from the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and the serving network name) to the AUSF. 

When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired the AUSF compares the received RES* with the stored XRES*. If they coincide the AUSF considers the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in clause 6.1.4. 

If the confirmation message is not successfully verified the AUSF acts according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is ffs whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

Editor's Note: It is ffs how this authentication method can leave a key at the AUSF after authentication. 

Editor's Note: The use of normative language needs to be checked. 

Editor's Note: It is ffs whether the RES* could optionally be computed on the USIM.

***** NEXT Change *****
6.7.2
NAS security mode command procedure

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.4, which is about NAS security mode command procedure. 

Editor’s Note: Aspects related to interworking are FFS.

Editor’s Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor’s Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between AMF and UE. The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message
. It is also used to provide protection against a man-in-the-middle modifying the Registration Request. 

NOTE 1: The protection against the attacks of changing IEs in the Registration Request messages requires the NAS Security Mode Command procedure to complete. In order to prevent this an attacker must force this Registration procedure to end before the UE receives a successful NAS Security Mode Command message from the network. As up to this point the UE will accept unprotected messages, the attacker is capable of sending all those messages and hence it can not trigger a message from the network by changing IEs that it could not send itself.

The NAS Security Mode Command message from AMF to UE shall contain the replayed UE security capabilities, the selected NAS algorithms the allowed NSSAI and the <5G key set identifier> for identifying KAMF. In the case of sending a NAS Security Mode Command during a Registration procedure (i.e. after receiving the Registration Request but before sending a response to that message) where the relevant Request message did not successfully pass its integrity protection, the AMF shall calculate a HASHAMF of the entire plain Request message and include the HASHAMF in the NAS security mode command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on KAMF indicated by the <5G key set identifier>  in the message (see figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor’s Note: Details of the HASHAMF calculation are FFS.

Editor’s Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KAMF indicated by the  <5G key set identifier> . 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request that it has sent and compare it with HASHAMF. 

Editor’s Note: Details of the HASHUE calculation are FFS.

NOTE 2:
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS security mode command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS security mode complete message to AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case AMF
 requested it in the NAS Security Mode Command message. Similarly, the NAS Security Mode Complete message shall include SUPI in case AMF requested it in the NAS Security Mode Command message. In case HASHUE and HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor’s note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE3:
A failed Hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities that the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that replayed allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all following NAS messages shall be protected with the previous, if any, 5GS NAS security context, i.e., the 5GS NAS security context used prior to the failed NAS Security Mode Command. If no 5GS NAS security context existed prior to the NAS Security Mode Command, the NAS Security Mode Reject message shall remain unprotected. 

NOTE4:
If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE releases the NAS connection instead of sending the Security Mode Reject message. 

Editor’s Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
***** End of Changes *****

�This EN can be deleted because of SUPI request/response in NAS SMC procedure.


�This EN can be deleted because of SUPI request/response in NAS SMC procedure.


�Piggibacking an editorial.


Piggybacking an �editorial correction.
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